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TecTupoBaHue peaauzanui
KJaMeHTa nporokosaa TLS 1.3

A.B. Hukemun, B.3. Illunt™Man

Hnemumym cucmemmnozo npoepammuposanusi um. B.11. Heannuxoea PAH

AnHoTanusa. B janHOi paboTe TpeACTaBICH ONBIT BepudUKAIIH
peanu3anuii kaueHTa kpunrorpadpudeckoro nporokona TLS Bepcun 1.3. TLS
CEeroJHS SBJISIETCS OJHUM M3 Hanbojiee BOCTPEOOBAHHBIX KPUNTOrpapHUECKUX
MPOTOKOJIOB, NPEIHA3HAYEHHBIM U1 CO3JaHUS 3alllMIICHHBIX KaHaJIOB
nepefayn gaHHbIX. [IpoTokon oGecrieunBaeT HEOOXOAMMYIO Ui CBOMX 337134
(YHKIIMOHATIBHOCTD: KOH(QUICHIIMATBHOCTh  TEpeaBaeMbIX  JIaHHBIX,
IIEJIOCTHOCTh JAaHHBIX, ayTEHTU(UKAIIMIO CTOPOH. B HOBOIl Bepcuu mpoTokoia
TLS 1.3 Opima cymecTBeHHO MepepaboTaHa apXUTEKTypa, YCTPAaHHB s
HEJOCTAaTKOB TPEIBIIYIINX BEPCHUid, BBIBICHHBIX KaK TMpH pa3paboTke
peanu3anuii, Tak U B Ipoliecce MX dKcITyaranuu. B pabote ucnonb3oBaics
HOBBII TECTOBBII HAaOOp A BepuU(UKAUKM pean3aluil KIMEeHTa MPOTOKOJIa
TLS 1.3 Ha coorBercTBue cnenudukanusM HHTepHET, pa3paOOTaHHBIA Ha
ocHoge crierupukamuu RFC 8446 ¢ ucnonp3oBannem Texunonorud UniTESK u
METOJIOB MYTAllMOHHOTO TeCcTUpoBaHMs. JlJs TecTHMpoBaHUS peanu3aluil Ha
COOTBETCTBHE (OpPMaTbHBIM cCHeNU(PHUKAIUAM TPUMEHSETCS TEXHOJOTHUS
UniTESK, mpenocraBnsromas cpeacTtBa aBTOMATH3alldd TECTUPOBAHUS Ha
OCHOBE WCIOJh30BAHUSI KOHEUHBIX aBTOMATOB. [IpeacTaBleHHBIA MOIXON
JoKa3an CBOKO A(PQPEKTUBHOCTH B HECKOJBKMX HAIIUX IPOEKTaxX Mpu
TECTHUPOBAHUHU CETEBBIX IMPOTOKOJIOB, OOECIEYMB OOHAPYKEHUE Ppa3ITHUHBIX
OTKJIOHCHHH OT crienuduKanuy u Apyrux ommobok. Tekymas paboTa sBiIseTcs
4acThIO MpoekTa Bepudukanuu nporokona TLS 1.3 u oxBareiBaeT peanu3auu
KJIMEHTCKOM 4acTH MPOTOKOJIA.

KaroueBble caoBa: OeszomacHocts, TSL, TSLvl.3, mporokoisl,
TECTUPOBaHUE, OIEHKa yCTOWYMBOCTH, MHTEpHET, cTaHmapThl, (opMalbHBIC
METO/IbI CTieI(DUKAITIH

TLS 1.3 Clients Testing

A.V. Nikeshin, V.Z. Shnitman

Ivannikov Institute for System Programming of the Russian Academy of Sciences

Abstract. This paper presents the experience of verifying -client
implementations of the TLS cryptographic protocol version 1.3. TLS is a
widely used cryptographic protocol today, designed to create secure data
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transmission channels. The protocol provides the necessary functionality for its
tasks: confidentiality of transmitted data, data integrity, and authentication of
the parties. In the new version 1.3 of the TLS architecture was significantly
redesigned, eliminating a number of shortcomings of previous versions that
were identified both during the development of implementations and during
their operation. We used a new test suite for verifying client implementations of
the TLS 1.3 for compliance with Internet specifications, developed on the basis
of the RFC8446, using UniTESK technology and mutation testing methods. To
test implementations for compliance with formal specifications, UniTESK
technology is used, which provides testing automation tools based on the use of
finite state machines. The presented approach has proven effective in several of
our projects when testing network protocols, providing detection of various
deviations from the specification and other errors. The current work is part of
the TLS 1.3 protocol verification project and covers TLS client
implementations.

Keywords: security, TSL, TSLvl.3, protocols, testing, verification,
evaluate robustness, Internet, standards, formal specifications

1. BBeaenue

Hogas Bepcust npotokosna TLS 1.3, npencrasnennas B asrycre 2018 roaa,
MOCTENIEHHO BBITECHSET ycTapeniue Bepcuu [1,2]. Muorue pazpabotuuxu [10
yxe Brmouwan nogaepxky TLS 1.3 B cBom peanuzauuu. IlosTomy
uccienoBaHus B o0nacTu BepuuKauuu U O€30MaCHOCTH peaju3aluii HOBOM
BEPCHUM IPOTOKOJIA OCTAIOTCA AKTyaJIbHOW 3aJayeii, PEeLIAroIIEd HECKOJIbKO
BAXHBIX 3a/ay: TMpoBepka (PYHKIMOHAIBHOW COBMECTUMOCTH PAa3IHYHbIX
peanuzanuii, mpoBepKa COOTBETCTBUS pealin3aliii TpeOoBaHUAM crieliupuKaIuu
Y YCTOMYHUBOCTD pEeAIN3alNN K HECTAHAAPTHBIM BO3JCUCTBUSIM.

B HOBO#l BepcuM MNPOTOKOJA ONTHUMHU3UPOBAHA CTPYKTypa oOOMEHa
COOOIICHUSIMU, COOOIIEHUSI CTPYIIUPOBAHBI B HECKOJBKO OJIOKOB: OOMEH
KIIF0OYaMH, TapaMmeTpbl cepBepa, (aza ayreHtudukanuu. CaenaH akleHT Ha
muppoBaHUE KaK MOKHO OOJIBIIIEr0 KOJMYECTBAa JIaHHBIX. YacTh MEXaHW3MOB
IPOTOKOJIa TEepEeHeceHa B pacIIUpeHHs, a Habop CcepBUCOB 0€30MacHOCTU
pacUIMpeH.

[Ipeapiaymue paboThl ObUIM TOCBSIIEHBl BEpU(PHUKAIUU CEPBEPHBIX
peanuzanuii  nporokonsa TLSv1.3 [3,4]. Tekymas pabora sBiseTcs ee
IPOJOJKEHUEM U OXBATBIBAET PeAIN3allii KIMEHTCKOW YaCTH MPOTOKOJIA.

B pabGore wucnons3yroTcs HapaOOTaHHbIE HaMH  METOAMKUA  T0
TECTUPOBAHUIO CETEBBIX MPOTOKOJIOB: aBTOMAaTU3MPOBAHHOE TECTUPOBAHHME Ha
COOTBETCTBUE (DOPMaATBHBIM cHEIU(UKAIMUAM U METOJAbl MYTallMU JaHHBIX,
JOKa3aBIIKe CBOIO 3(P(EKTUBHOCTh B HAIUX MPEABIAYIIMX MPOEKTaX IMPHU
TECTUPOBAHUU CETEBBIX ITPOTOKOJIOB.

Crpykrypa cTaTbhu:

BO BTOPOM pas3acic IIpCACTABIICH KpaTKHﬁ O630p HOBOU BCPCHUU
IIPpOTOKOJIA,
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B TPETbEM pa3zeliec 0003HAUCHbI MPUMEHSIEMbIE METO bl BepU(UKAIIIH,
B YETBEPTOM pas3Jielie OIMCaH TECTOBBIN CTEH,
B IISITOM pa3zerie MPeaCcTaBICHbI pEe3yJIbTaThl TECTUPOBAHUS.

2. Kparkuii 0030p HOBOM BepCHUM MPOTOKOJIA

Hanomuaum 00111y10 apXUTEKTypy MPOTOKOJIA.

TLS npenHasHaueH s CO34aHUS 3aIUMLIEHHBIX KAHAJIOB IEpeaadn
JTaHHBIX, o0ecneurBas MX KOH(PHUACHLUHAIBHOCTh M IIEJIOCTHOCTh, a TaK¥XKe
ayTeHTU(DUKAINIO CTOPOH. MexaHu3M 00pabOTKH COOOIIEHUN COCTOUT U3 JABYX
YPOBHEM:

— IIporokon pykonoxarust (Handshake protocol) sBnsiercs ocHoBHOI
yacTelo  apxutektypel  TLS. OH  BBINOJNHSET  ayTEHTU(UKAUIO
B3aMMOJICUCTBYIOIIMX  CTOPOH,  COTJIaCOBBIBAET  BEPCUI0  MPOTOKOJIA,
Kpunrorpadguueckue pexumbl U IMapaMeTpbl 0€30MaCHOCTH, YCTAHABIMBAET
oOmuit  KIoueBOM — Marepuan.  BcTpoeHHble  MEXaHW3MbBl  3aIUTHI
IIPOTUBOJEHCTBYIOT BMEIIATEIBCTBY TPEThEH CTOPOHBI M MOHUKEHUIO YPOBHS
0€30I1acCHOCTH COTJIACOBAHHOTO KpUNTOrpaduyeckoro Habopa.

— Ilporoxon 3amuceir (Record protocol), wucnome3yerca s
MHKAIICYJISLUU [IPOTOKOJIOB 00Jiee BBICOKOTO YPOBHS, B TOM YHCJIE MPOTOKOJA
pykonoxatud. OH HCHONB3YyeT NapaMeTpbl, YCTAaHOBJICHHBIE IPOTOKOJIOM
PYKOIOXaTus JJIsl 3alUThl MEPEAaBaeMbIX MEXAY MapTHEpaMH JaHHbIX. Bech
TpaduK JEIUTCS Ha TMOCIEN0BAaTEIbHOCTh 3aluCcei, Kaxaas U3 KOTOPbIX
HE3aBUCUMO 3alllMIIAETCS C IMOMOIIbI COIIACOBAHHBIX KPUITOrpapUUECKUX
kimoueld. [Iporokon 3ammceil, paboTaeT MOBEpPX HAIEKHOTO TPAHCHOPTHOIO
npotokoyia (kak mpasuio, TCP) u He 3aBUCUT OT MPOTOKOJOB MPHUKIAIHOTO
YPOBHS.

Jlanee npeacTtaBieHo NoiHOE pykomnoxkatue TLSv1.3:

C—-S: ClientHello (Key Exchange phase)
+ key share*
+ signature algorithms*
+ psk_key exchange modes*
+ pre shared key*
CS: ServerHello
+ key share*
+ pre_shared key*
{EncryptedExtensions } (Server Parameters phase)
{CertificateRequest™}
{Certificate™} (Authentication phase)
{CertificateVerify*}
{Finished}
[Application Data*]
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C—-S:
{Certificate*}
{CertificateVerify*}
{Finished}

[Application Data] <------- > [Application Data]

* (OOo3HayaeT HEOOs3aTeNbHbIE WJIM 3aBUCAIIME OT CHUTYyalluu
COOOIIEeHMS/pacTUPEHUS, KOTOPBIC MOCHIJIAIOTCS HE BCET/IA.

{} O6o3HayaeT COOOIIEHUS, 3aIUIICHHbIE C ITOMOIIBI CEaHCOBBIX
KITFOUeH Jisi OOMEHa PYKOIIOKaTHSI.

[] OO6o3HawaeT coOOOIICHHS, 3alIMIICHHBIE C ITOMOIIBIO CEaHCOBBIX
KITFOUCH JUIS PUKIIAIHBIX JaHHBIX.

Kaxk BugHO 13 cxeMbl 0OMeHa, COOOIIEHUS CTPYIITUPOBAHbI B TpH OJIOKa:

[lepBbIil 070K mMpeaHa3HAYeH JJis OOMEHa KIII0YaMH U COCTOUT M3 ABYX
coobmenuii: ClientHello u ServerHello. KnuenT, HaunHas quanor, oTmnpasiseT
ClientHello, B koTopoe BkIrO4aeT HAOOPHI MOAJIEPKMBAEMBIX aJTOPUTMOB H
COOTBETCTBYIOIIMN KIt0ueBOM Matepuai. CepBep BbIOMPAET M3 MPEAT0KEHHOTO
MHOKECTBa OJMH KpUINTOrpapuuecKkuii HabOp, KOTOPBI COOTBETCTBYET €ro
NOJIUTUKaM 0€3011aCHOCTH, 10OaBIsET CBOM KIIOUEBOM MaTepuasl U OTHPAaBISET
3TH JIaHHBIE KJIIMEHTY. 3/1€Ch IPUMEHSIOTCSI BCTPOEHHBIE MEXaHU3MBbI 3aILIUThI OT
NOHMKEHUSI COTJIACOBAHHOTO HOMepa BepcuM npoTtokosa TLS, a cam mpornecc
COIJIACOBAaHUSl BEPCUH MEpPEMELIEH B PACUIMPEHUs, YTO JOJDKHO YIYyYLIUTh
COBMECTUMOCTb C CYILECTBYIOIIMMHM CEpPBEPAMH U  HPOMEKYTOUHBIMU
YCTPOMCTBAMH, KOTOPBIE€ YACTO HEMPABUIILHO PEATU3YIOT COTJIACOBAHUE BEPCHUH.

K sromy mMomeHTY cepBep 00amaeT MOJTHBIM HAOOpPOM JaHHBIX, YTOOBI
BBIUHCIINTH BCE HEOOXOIMMBbIE ceaHCcOBble KiouH. [loTromy Bce mocnemyromue
coobmeHust (B ommuue OT mnpeasiaymmx Bepcuit TLS) ormpaBnsioTcs B
3ammdpoBanHoM Buze. Kpome 3Toro, cnenudukanus pa3pemaeT cepeepy cpasy
HA4YaTh OTIPABKY NPUKIATHBIX TAaHHBIX, HE JOXKHUAASICH TMOJYYEHHUS OTBETA C
ayTeHTHUKalMeld KiMeHTa. Takas cxeMa oOMeHa MO3BOJIAET ObICTpee HayaTh
nepenavyy IMoJIb30BaTE€IbCKUX JAHHBIX 32 CYET YMEHBUICHHS KOJIMYECTBa
CIy>KeOHBIX cooOmieHuit (B mpenpiaymet Bepcun TLS mnpucyrcTBoBajo
JTonoJIHUTENbHOE o0s3aTenbHoe coobmeHne ChangeCipherSpec u TpeboBasics
JOTIOJTHUTENBHBIA payHa oOMmeHa). OIHAKO y Hee ecTh U oOpaTHas CTOPOHA.
Bo-nepBeix, B 3TOT MOMEHT JitOOble  JaHHbIE [OCBUIAIOTCS  HE
ayTeHTU(PUIIUPOBAHHOMY KJIMEHTY. BO-BTOpBIX, MOSBISETCS BO3MOMXKHOCTb
npoBeneHust dddexktuBHbix  DOS-arak  (Denial of Service, oTka3 B
oOCITy’>KMBaHWM), TOCKOJIbKY 3arpaThl Ha cepuio coobmieruii ClientHello
HEOOJIbIINE, a CepBep B OTBET Ha KaXJIO€ TaKOoe COOOIIECHHE BBIHYXKJEH
BBIUUCIISATH MOJHBIA HAOOP KiIt0oUel u xam-cyMMbl coobmenuit CertificateVerity
u Finished (mpu 3TOM, HUKaKOM ayTeHTU(PUKAIIMHN OT KJIMEHTa HE TpeOyeTcs).
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Bropoii 6510k coobmennii nepenaetr mapameTpsl cepepa. CooOiieHue
EncryptedExtensions cogepXUT pacIIupeHusi, OTBETHBIC JIJI1 COOTBETCTBYOIINX
pacmpenuit  ClientHello, xoTopbie He  TpeOyroTcs s CcO3AaHUs
KpuntorpadguuecKkux  IapaMeTpoB  (Hampumep, IMOAJep)KKa IMPOTOKOJIa
PUKJIATHOTO YpOBHs). Takue pacuiupeHus paHee OTIPABIUIMCH B OTKPHITOM
Bujie. Takxke cepBep MOXKET 3alPOCHTh CEPTU(DHKAT KIUCHTA.

Tpetuit Omoxk cooOmennit — ¢aza ayreHtudukaruu. CooOleHus
Certificate, CertificateVerify, Finished BemonHstoT ayTeHTHGUKAINIO cepBepa
(u, mpu HEOOXOTUMOCTH, KIUEHTA), TOJITBEPKIAIOT CO3JaHHBIE CEAHCOBBIC
KITFOUX 1 00€CTIeUnBaEeT 1ETOCTHOCTh BCETO 0OMEHA PYKOIIOKATHSI.

Jlns cioydaeB 3apaHee pacrpenencHHbXx kimodert (PSK, pre-shared key)
TLS 1.3 no3BoJiIeT UCNOJIB30BATh COKPAIIEHHBIA PEXUM PYKOIIOXKATHSI, B HEM
UCIIOJB3YETCSl MEHBIIE COOOLIEHUM i1 oOMEHa M MEHbIIE TPYIOEMKHUX
BBIYHCIICHUHA C KJIIOYaMH, YTO MOKET OBITh IOJIC3HO B YCIOBUSAX OTCYTCTBHSI
UHQPACTPYKTYPHI 7151 paOOTHI C CEPTUPUKATAMH.
C—-S: ClientHello
+ key share*
+ psk_key exchange modes
+ pre shared key
CS: ServerHello
+ pre_shared key
+ key share*
{EncryptedExtensions}
{Finished}
[Application Data*]
C—-S:
{Finished}

[Application Data] <------- > [Application Data]

Pexxum PSK MOXeET MCIOnb30BaThCs B ABYX BapUaHTaX, ONPEIEISEMbIX
pacmmmpenuem psk key exchange modes: PSK u PSK-(EC)DHE. Tlocnegnuit
JOTIONHSET —Tpouenypy @opMupoBaHusi ceaHCOBBIX Kioued u3 PSK
anroputMoM [uddu-Xennmana (ucnonwszyercss pacmmpenue key share), yurto
YBEIMYMBACT KaK HAJEKHOCTh HTOTOBBIX KIIOUel (oOecneunBas MpPSIMYIO
ceKpeTHOCTh, forward secrecy), Tak H CIOXHOCTb JIOMOJHHUTEIbHbIX
KpUNTOrpaduuecKuxX BHIYUCICHUM.

W3 npyrux ocobeHHOcTel HOBOM Bepcun mporTokosa TLS MoxHO

OTMETUTh MEXaHH3M BO30OHOBIEHHUS ceccHHM. B mpeabiaymieil Bepcun st
3TOTO CYIIECTBOBAJ CIIEUATIbHBIN PEeKUM BO300HOBIICHUS ceaHca. Teneph 1
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ATOTO WCTOJB3YETCS OOIMMUN KIFOY, COTJIACOBAHHBIM B TPEIBIAYIIEM OOMEHE
PYKOIIOXaTHs U YKa3aHHBIN Bhilie oOMeH PSK.

Ha ocHoBe pexunma pykonoxaruss PSK peannszoBan HOBBIM [Jid
npotokosia TLS croco® oTmpaBKu Tak Ha3biBaeMbIX "paHHUX JaHHBIX" (early
data, O-RTT). IIpu nHanuuuu obmero kiatoua PSK, TLS 1.3 nmo3BosisgeT KIMEHTY
OTIPaBUTh HEKOTOPHIC JIAHHBIE BO BpPEeMs IMepBOro peiica. KiueHT ncrmonb3yeT
PSK omHOBpeMeHHO /il ayTeHTU(PUKAIIUKA CepBepa U sl MU(POBAHUS PAHHUX
JTAHHBIX.

C-S: ClientHello

+ early data

+ key share*

+ psk_key exchange modes
+ pre shared key
(Application Data*)

CS: ServerHello

+ pre shared key

+ key share*
{EncryptedExtensions}
+ early data*
{Finished}
[Application Data*]

C—-S:

(EndOfEarlyData)
{Finished}

[Application Data] <------- > [Application Data]

Hanneie 0-RTT nobasnstores k pykonoxatuto 1-RTT B mepBom pelice B
cooomenue ClientHello. Oxnako, cBoiicTBa 0€30MacHOCTH JJIs1 TaKUX JaHHBIX
ciabee, yeM JIsl Apyrux naHHeix TLS, HanmpuMmep, HET 3alUTHI OT MOBTOPHOIO
BOCIIPOM3BEICHUS MEXIYy pPasHbIMA COCIWHEHUAMH (B  crenuduKaium
pacCMOTPEHBI TaKUe BUJIBI aTakK), XOTS BHYTPHU OJIHOTO COCIMHEHUsS JaHHbie (-
RTT ny6mupoBathes He MoryT, T.K. JaHHble 0-RTT m 1-RTT 3ammimarorcs
Pa3HBIMH KIIFOYaMH.

TLSv1.3 kak pacmmpsieMblid MPOTOKOJI MPEAOCTABIAET AOMOJIHUTEIbHbIE,
HeoOs3aTeNIbHbIE CEPBUCHI 0€30MaCHOCTH, COTJIacyeMble, KaK NpaBUJIO, uepes
MexaHu3M paciupeHuid. Cpeld HUX MOXHO OTMETHUTh HECKOJIbKO HamOoJiee
Ba)KHBIX.

MexaHn3M OOHOBJICHUS CCaHCOBBIX KJIIOUeH, MOBBIIIIAIOIIINI
0e30macHOCTh nepeaaun JaHHbIX. [Ipu 3TOM HUKaKUX JTOMOTHUTEIBHBIX TAHHBIX
nepenaBate He TpeOyercs. Coobmenune KeyUpdate mnpocro coobmiaet
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NapTHEPY, YTO OTIPABUTEIL CO3JAJl HOBBIE CEAHCOBBIE KIIIOUM (MCIOJIb3YETCA
OpeIpIIyIIUid  KIYEBOW  MaTepuai), M IOCIEAYIIUE  COOOLIECHUS
3a1n(pOBAHBI HOBBIMU KITFOYAMH.

Pacimmmpenue ServerName mo3BOJISIET KIMEHTY yKa3aTb MMsI CEpBepa, C
KOTOPBIM OH CBSI3bIBA€TCS [S5]. DTO MOXET HPUTOAUTHCS, €CIH IO OJHOMY
CETEBOMY aJpecy pa3MEUIEHO HECKOJBKO 'BHUPTyalbHBIX" CEPBEPOB, MJIA
KQXKJIOTO U3 KOTOPBIX UCTIOIB3YETCsl CBOM cepTudUKaT. s cepBepa nojiyueHue
3TOr0 PACUIMPEHUs] HOCUT PEKOMEHIATENbHBIM XapaKTep, MPH 3TOM JOJIKHBI
YUUTBHIBaTHCS M IPYTHe HACTPOMKU MOJUTUK OE30MaCHOCTH.

Pacimmmpenne MaxFragmentLength mo3BosisieT KJIMEHTY HMCHOJIb30BaTh
COOOIIIEHUST MEHBIIIETO pa3Mepa, YyeM MpeaycMoTpeHo crnenudukanuein (214
0aift) [5]. OgHaKo y HEro ecTh Psiji CYIIECTBEHHBIX HEJOCTATKOB, CBSI3aHHBIX C
(¢uKcHpoBaHHBIM  HAOOpOM  HEM3MEHSEMBbIX  3HaueHuil.  Pacmmpenue
RecordSizeLimit pemaer 3Tu mpoOiembl, MO3BOJSAA 3a4aTh MPOU3BOJIBHOE
MaKCHMaJIbHO€ 3HAau€HUE COOOIIeHUH (HE TMpeBBINIAIOIICE 3HAYCHHE,
OMpEIETICHHOE COTVIACOBAHHOW MapTHEpPAMH BEPCUE MPOTOKOJA) ISl KaXKI0ro
HaIpaBJICHUS Nepeayn NaHHbIX. B cnenudukanyu 6oee moapoOHO U3T0KEHBI
IIPEMMYLIECTBA U HEAOCTATKU 3TUX JABYX PacIIUpPEHHUi [6].

Pacmimpenue PostHandshakeAuth yka3piBaeT cepBepy, 4TO KJIMEHT XOYET
BBIIIOJIHUTh ayTEHTU(UKAIMIO MOocie pykonoxarus [2]. B aToM cinyuyae cepsep
MOJKET 3alPOCUTh ayTEHTU(UKALIMIO KJIMEHTa B JH0OOH MOMEHT BpEMEHH OCIe
3aBepUICHUs] pyKONoxkaTusi myTteM mnocekliku cooOuienust CertificateRequest.

Knuent TOJDKCH OTBETHUTH COOTBETCTBYIOIIUMHU COOOIIIEHUSIMU
ayTeHTU(UKAIINH.
CS: [CertificateRequest]
C—-S:
[Certificate]
[CertificateVerify™*]
[Finished]

Ecnu y kimeHTa HET COOTBETCTBYIOIIUX CEPTUPHUKATOB, TO OTIIPABIISICTCS
nycroe coobmenune Certificate, a coobmenune CertificateVerify He
UCTIOB3YeTCH.

CepBep MOXKET OTIPaBUTh HECKOIBKO coodmenuit CertificateRequest, kax
B pa3HOE BpEMs, TaK U MOCIJICAOBATEIILHO (HAIIPUMEP, €CIIN TPEOYeTCs JOCTYI K
HECKOJIbKUM cepBucaM). [Ipu 3TOM OTBEThI MOTYT MPUXOJUTH B MIPOU3BOJILHON
HI0CJICIOBATEIBHOCTH (st pasnmeNieHus  3ampocoOB  HCIOJBb3YHOTCS
COOTBETCTBYIOIIUE YHUKAIbHBIC UICHTUDUKATOPHI).

Takast pyHKIMOHAIBHOCTH MPOTOKOJIA MOXET TAaKXKE HCIIOJIB30BAaThCS U
s pexuma pykornoxkatuss PSK, Bo Bpems koToporo ceprudukarhl He
UCTIONB3YIOTCS, HO 3aTO TIOCJIE 3aBEPIICHUS PYKOMOXKATHS MOXKHO 3alpPOCHTH
cepTUUKAT KIMEHTa (€Clii paHee KIMEHT BKIIOYHMJI  pacIIMpPEHUE
"post_handshake auth" B coo6menue ClientHello).
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3. Bepudpuxkanus nporokoJia

B mpornecce tecTupoBaHus CETEBBIX IMPOTOKOJIOB PELIAIOTCS HECKOJIBKO
BOXHBIX 3aJa4: MpoBepsieTcss (YHKIMOHAIbHASI COBMECTHUMOCTH Pa3IMYHBIX
peanu3anuii,  MPOBEpPSETCS  COOTBETCTBUE  peaju3aluud  TpeOOBaHUSIM
crenu(puKaluy 1 yCTOMYUBOCTh pealn3alii K HECTaHAapTHBIM BO3JICHCTBUSIM.

B Hammx npoekTax HCHOIB3YIOTCS HapaOOTaHHbIE HAMU METOJUKU I10
TECTUPOBAHUIO CETEBBIX IIPOTOKOJIOB: aBTOMATU3MPOBAHHOE TECTUPOBAHHUE HA
COOTBETCTBUE (POPMATILHBIM CHIEU(UKAIUSAM U METO/bl MyTAIIUHU TAHHBIX.

B Tekymmx 5KCIepUMEHTax HCIOJAb3YeTCs MoJenb nporokona TLS
Bepcun 1.3, paspaboranHas Hamu Ha ocHoBe crneuudukanuii RFC wu
OMMCHIBAIOUIAS CIOXKHYIO CXeMY (DYHKIIMOHMPOBAHHUS MPOTOKOJIA.

JUiss  TecTHpoBaHUsI pealv3alMii Ha COOTBETCTBUE (HOpPMabHBIM
cnenupukanusam npumensierca TtexHosoruss UniTESK, mnpepocrasnsromas
CpeACTBAa aBTOMATHU3ALMA TECTUPOBAHUS HAa OCHOBE MCIIOJIb30BaHUs KOHEUYHBIX
aBToMatoB [7].  COCTOSIHUS TECTUPYEMOH CHUCTEMBI 3aJal0T COCTOSHUS
aBTOMara, a TECTOBbIE BO3JACUCTBHS — IIepexoabl J3TOro asromara. llpwu
BBIIIOJIHEHUN II€PEX0/a 3aJaHHOE BO3JECUCTBUE IIEPENACTCA HAa TECTUPYEMYIO
peanu3anulo, II0CIE€ Yero pPEruCTPUPYIOTCS  pEakUUH pealu3aluu U
aBTOMATUYECKHM BBIHOCUTCS BEPAUKT O COOTBETCTBUM  HAOJIIO1a€MOTO
noBeneHus  cnerupukanu. B UniTESK  anmroputM o0xomga KOHEYHOTO
aBTOMATa PEANM30BAH KAK BHYTPEHHUI KOMIIOHEHT U HE 3aBUCHUT OT IIPOTOKOJIA
Y TECTUPYEMOM CUCTEMBI.

MyTaloHHbIE METOJbl TECTUPOBAHUS UCIOJIB3YIOTCS JUJISl OOHAPYXEHUs
HECTaHJApTHOI'O IMOBEJIEHUA TECTUPYEMOW CHUCTEMbl (3aBepLIEHUE U3-3a
daTanbHO# ommoOKy, "moaBHCcanue", OMKUOKH 10CTyMa K nmamatu). Kak nmpasuio,
noI00HbIE CUTyallud HE paccMaTpuBalOTCA B crenu@ukanusx. B coobmenus,
c(OpMUPOBAHHBIE HAa OCHOBE pa3pabOTaHHOW MOJENN MPOTOKOJIA, BHOCSATCS
Kakue-mmbo u3MeHeHus. Mojienb NpOoTOKOJa MO3BOJSET MEHSATh JAHHBIE Ha
Ar000M 3Tane oOMeHa, YTO MO3BOJISIET TECTOBOMY CLIEHAPHIO IIPOXOAUTH Yepe3
BCE€ 3HAYMMBIE COCTOSHHUS IPOTOKOJIA U B KaXKIOM TaKOM COCTOSIHUH IPOBOAMTH
TECTUPOBAHUE PEAN3ALMH B COOTBETCTBHE € 3aIaHHON ITPOTrPaMMON.

4. TecTOBBIH CTEH

JUtst TECTUPOBaHMS peanu3aluil kimeHTa nporokona TLS ncnons3yrorces
JIBa ceTeBbIX y35a. Ha o1HOM y3i1e GyHKIHOHUPYET MOJENIbHAS peanu3alusi Moy
ynpasienuemM UniTESK, BbeimonHsieTcs OCHOBHOM TOTOK — YIIpaBJICHHS
TECTOBBIMHU  CIIEHApUsIMU, OOXOJ TECTOBOIO aBTOMara M BepuUKaIusg
HaOmomaemMbix peakuuid. Ha apyroMm y3ie QyHKUHOHUPYET TeCTUpyemas
peanuzanud. TecToBble COOOIIEHHS MPOTOKOJA, CPOPMUPOBAHHBIE MOJEITHLHON
peanu3anuen, MepeiarnTcs TECTUPYEMOU CUCTEME, MOCIIE YETO PETUCTPUPYIOTCS
pPEaKIuu TECTUPYEMOTO y3JIa.

PaGota ¢ peamu3zanusMu KIMEHTOB HMEET CBOM OCOOCHHOCTH TIO
cpaBHEHHIO ¢ cepBepamMu. CepBep MpeaCTaBIseT COOOM HEMpPEepbIBHO

370



paboTaromuii mporiecc, mpekpaimieHne paboThl 3TOro MpoIecca, Kak MPaBHIIo,
apigercss cOoeM ero pabotTel. KiMeHTCkoe MNpUIIoKEeHHEe € TOYKH 3PEHUS
YCTAHOBJICHUSI COEIMHEHHS pPaboTaeT KOPOTKOE BpeMs M 3aBEPILAET CBOIO
paboty MO0 YCTaHOBUB COCIWHEHHE, JMOO0 OmuOKOoW. J[JIT MHOTOKpaTHOTO
MOBTOPEHUS ITUX JCHCTBUM TpeOyeTCsl TOMOTHUTEIbHbBIN areHT.

B kauectBe peanuzanuii kiuenta TLSv1.3 Obuti BEIOpaHHL:

— peamuzamusas TLS B BuptyanbHoit wmamuHe Java, JDK-14 (Java
Development Kit) [8],

— peamu3anus TLS 6ubmmorexu openssl-3.0.5 [9].

— unTepHeT-0pay3ep Mozilla Firefox, Portable Edition 97.0.1 [10].

JIBe peanuzanuu SBJISIOTCS YaCThIO MIUPOKO MCIOJIb3YEMbIX OMOIMOTEK C
OTKPBITBIM HCXOJHBIM KOJAOM. TpeTbsi SBIAETCS TOMYJISPHBIM HWHTEPHET
Opay3epom. B nanbHelineM MOTYT ObITh JOOABIIEHBI IPyTHE Pealld3aIliu.

5. Pe3yabTaTrhbl TECTUPOBAHUA

Ha nannbiit MomenT B pamkax texHosoruu UniTESK (c ucnonb3zoBanuem
unctpymenta JavaTesK [11]) momydensl pe3yabTaThl:

— pacumupeHa MOJENb OCHOBHOW (DYHKIIMOHANBLHOCTH mpoTokosa TLS
Bepcud 1.3 miis paGoThI ¢ peanu3aiusMy KJIUEHTa,

— pazpaboTan HabOp TECTOB JUIsl TECTUPOBAHUS peaU3aluil KIMEHTOB
MPOTOKOJIA, MOKPHIBAIOIINN YacTh TpeOOBaHUH crieruduKaIuu.

HaiineHsl HECKOIBKO OTKJIIOHEHUN peanu3aluii oT crenuukanmm.

JDK-14:

. B coobmenusx ClientHello/ServerHello 3nauenus mosns session_ID
noikHel  coBmaaath (st TLSv1.3), KiIMEeHT J0JKeH 3TO MpPOBEPSTH.
Peanu3amus urHopupyeT AJaHHOE TOJI€.

. B coo6menun ServerHello pacmupenue signature algorithms cert
C HEKOPPEKTHBIMH 3HAUCHUSMU WTHOpHpyeTcs. J[aHHOE pacuimpeHue 3aaaeT
JIOITYCTHMBIE aJITOPUTMBI TTOJATIMCH JIJIsI CEPTU(DHUKATOB.

. HewusBectHple pacmmpenus (a Takke JOyOnMKaThl — TaKUX
pacummpennii) B coobmenusx ServerHello/ServerHelloRetry wurnopupytorcs.
Coobmenne ServerHello mMoxkeT comepkaTh TOJBKO PpaCHIMPEHUs, KOTOPHIE
npucyrctBoBayin B ClientHello (nckmtouenuem siBnsercs pacimmpenue Cookie).
[Tpu 3TOM, pacmmpeHus J0JDKHBI MPUCYTCTBOBATH B €IMHCTBEHOM IK3EMILISIPE.

. Ecm  coobmenme  ClientHello  comepxut  HemocTtatoyHO
nmapamMeTpoB, CcepBep MOXET OTmpaBuTh coobOmieHue ServerHelloRetry,
nmpemiararoniee KJIUEHTy mpuciarh wucnpasienHoe coodbmenne ClientHello.
[ToBTopHble coobmenust ServerHelloRetry ne nmomyckarotcs. Peanm3zarus
oTBeuaeT OOBIYHBIM OOpa3oMm Ha moBTOpHBIE cooluieHus ServerHelloRetry ot
cepBepa.

. Coo6mienue ServerHelloRetry nmomxHO coaepxkaTh HECKOJIbKO
00s13aTeNbHBIX pacIIMpeHuid. Peanmu3anusi KIMEHTa TPUHUMAET COOOIIEeHHE
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ServerHelloRetry ¢ enuHcTBeHHBIM pacmupeHueMm  Supported versions
(pacmmpenre HeoO0X0AUMO, YTOOBI UCII0JIB30BaTh Bepcuto TLS 1.3).

. Coo6menue ServerHelloRetry B pacimmpenuun KeyShare comepxur
aJITOPUTM, KOTOPBIH cepBep KeNaeT MCIOIb30BaTh, KOTOPBIM MOIACPKIUBACTCS
kiueHToMm (mpucytrctByeT B ClientHello), HO kitou 1y KOTOPOTO KJIMEHT HE
npucinan. ServerHelloRetry He nomkHO mpenjiaraTh aaroOpyUTMbl, KIFOYH IS
KoTopbix yxe npucyTcTBytoT B ClientHello. Peanuzanust kimeHTa npuHUMAaeT
TaKre HEKOPPEKTHBIE COOOITICHUSI.

. B otBer Ha ServerHelloRetry knmeHT mpuchuiaeT HCIpaBiICHHOE
coobmenne ClientHello. CepBep orBeuaet coobmenuem ServerHello. IIpu aTom
KIIMEHT JIOJDKEH MPOBEPHUTH, YTO BBIOPAHHBIN JJISI CECCUM KPUNITOTPadUUECKUA
Habop (mosne CipherSuite) B ServerHelloRetry u ServerHello onun u ToT *Xe.
Peanuzanus kiaueHTa He MPoOBEPSiET 3TO TpeOOBaHUE.

Openssl-3.0.5:

. B coobmenun ServerHello pacmmpenue signature algorithms cert
C HEKOPPEKTHBIMH 3HAYEHUSMH HTHOpHpyeTcs. J[aHHOe pacmmpeHune 3a7acT
JOTYCTUMBIE aITOPUTMBI TIOAIUCH JISI CEPTU(DHUKATOB.

. B coobmienun ServerHello wurHopupyercs 3HaueHue MO
ProtocolVersion (Bepcusi npoTokona), eciu oHo Oosibiie 3.3 (Hampumep, 4.2).
3HayeHue 3.3 COOTBETCTBYET MOCIIECIHEN HA TaHHBIM MOMEHT Bepcun TLSv1.3

. HeusBectnbie pacmmpenus (a Takke AyOJHMKaThl — TaKUX
pacmpenuii) B coobmenusx ServerHello/ServerHelloRetry urnopupyrotcs.
CooOmenue ServerHello mokeT copepaTh TOJIBKO PAaCHIUPEHHs, KOTOpHIE
npucyrctBoBasid B ClientHello (uckmtouenuem siBnsercst pacuupenue Cookie).
[Tpu 5TOM, pacIMpeHusl TOJDKHBI TPUCYTCTBOBATH B €IUHCTBEHOM DK3EMILISPE.

Firefox 97.0.1:
OTtkiioHeHU# oT crienuuKanuu He 0OHAPYKEHO.

Pa3paboTka TecToBOro Habopa U TECTUPOBAHHE TPOIOIKACTCS.

6. 3akaoueHue

B nanHoi1 paboTe npeacTaBieH ONBIT BEpUPUKALUN pean3aluil KIHEHTa
kpuntorpaduueckoro npotokona TLS Bepcun 1.3.

TLS cerogus sBiusieTcss OAHMM U3 HauOoyee BOCTPeOOBAHHBIX
KpUnTorpauueckux  MPOTOKOJOB,  MpPEAHA3HAYCHHBIM I CO3JaHUs
3alMIICHHBIX ~KAaHAJOB TMepedaud JAaHHbIX. [IpoTokonm  obecrneunBaer
HEOOXOUMYIO Ui CBOMX 3a7ad (PYHKIIMOHAIBHOCTH: KOH(PHIACHIUATHHOCTH
nepeaBaeMbIX JAHHBIX, HEIOCTHOCTh JAHHBIX, ayTEHTU(UKALHMIO CTOpOH. B
HOBOM Bepcuu mporokosa TLS 1.3 Obula cymecTBeHHO nepepaboTaHa
aApXUTEKTypa, YCTPAHUB PsAJ HEAOCTATKOB NPEABIAYIINX BEPCHUM, BBIIBICHHBIX
KaK IpH pa3paboTKe pean3alnid, TaK 1 B IPOLIECCE UX IKCILTyaTalllu.

372



B paGote wucnonb3oBasics HOBBIM TECTOBBIA HaOOp ISl BepU(PHUKALUU
peanuzauuii kiaueHTta npotokosa TLS 1.3 Ha cooTBeTcTBUE crnenupUKaLsIM
NutepHer, paspaboraHHbli Ha ocHoBe crnenudpukanuu RFC 8446 ¢
ucnons3oBanueM  TexHojorun UniTESK w©  MeTomoB  MyTallMOHHOTO
TecTupoBaHus. J[Ji1 TeCTUpOBaHUS peann3aluii Ha COOTBETCTBUE (POPMATIbHBIM
cienudukanuam npumensercs TexHosoruss UniTESK, mnpenocrasistomas
CpencTBa aBTOMATU3AlMKM TECTUPOBAHUSI HA OCHOBE HCIIOJIb30BAHUSI KOHEUHBIX
aBTOMaTOB. COCTOSIHMSI TECTUPYEMOM CUCTEMBI 33Jal0T COCTOSIHHS aBTOMaTa, a
TECTOBBIE BO3JCHCTBUS — IEPEXOABl ATOro asTomara. IIpu BBINOJIHEHUU
nepexoaa 3aJaHHOE BO3JCHCTBUE NEPENAETCS HA TECTHPYEMYKO pEaju3alMIo,
[IOCJIE YEro PETUCTPUPYIOTCS PEAKUUH pEATM3alMM W aBTOMATHYECKH
BBIHOCUTCSI ~ BEPAMKT O  COOTBETCTBMM  HAOJIIOJAa€MOro  IOBEJEHUS
cnenuduranuu. MyTalMOHHBIE METOJbl TECTUPOBAHHUS HCIHOJIB3YIOTCS IS
0OHapyKEeHHsI HECTAaHAAPTHOTO MOBEAECHUS TECTUPYEMOM CUCTEMBI (3aBEPILICHHE
u3-3a (¢araabHOM OmMOKM, "moaBUcaHME", OMIMUOKK JOCTyHa K MaMsTH) C
NOMOILBIO Nepejaull HEKOPPEKTHBIX JAaHHBIX, TAKUE CUTYallMH YaCTO OCTaIOTCS
3a pamMkKaMu TpeOoBaHuil cnenudukanuili. B coobienus, cpopMupoBaHHbIE Ha
OCHOBE pa3pabOTaHHOW MOJIENIU MPOTOKOJA, BHOCITCS KaKhe-TM00 M3MEHEHHUS.
Monenb npoTOKoJIa MO3BOJIIET BHOCUTh U3MEHEHHMSI B MIOTOK JIaHHBIX Ha JTH0OOM
3Tane CeTeBOro 0OMeHa, 4ToO MO3BOJISIET TECTOBOMY CLIEHAPUIO MPOXOIUTh YEPE3
BCE€ 3HAYMMBbIE COCTOSHUS IPOTOKOJIA U B KaXKJIOM TaKOM COCTOSIHUH IPOBOAUTH
TECTUPOBAHUE PEATM3ALMH B COOTBETCTBHE € 3aIaHHON ITPOTrPaMMOM.

[IpeacTaBineHHbId TOAXOJ JOKa3ajdl CBOIO A()PEKTUBHOCTH B HAIIMX
OPEIbIIYIIUX MNPOEKTaX MPU TECTUPOBAHUHU CETEBBIX MPOTOKOJIOB, 00ECIEUUB
OoOHapyKeHHE PA3JIMYHBIX OTKJIOHEHHWU OT CEeNU(PUKANUA U APYTHUX OLUIHOOK
[12-14]. Texkymas pabora sBISIETCS TMPOJOKEHHEM HAIIET0 IPOEKTa
Bepupukanuu nportokosa TLS 1.3 u oxBaThIBaeT peanu3allyi KIHMEHTCKOU
YacCTH NPOTOKOJIA.

Ha nanneiii MomMeHT Obutn OOHAapy>K€HbI HECKOJIBKO OTKJIOHEHUH
peamm3aruii JDK-14 u openssl-3.0.5 ot cnemudukarmu. PazpaboTka TecToBOTO
HaboOpa U TECTUPOBAHHUE MPOJIOJIKACTCS.

[Ipoext BbmmosHAeTca npu nopaepxkke PODU, npoext Ne 20-07-00493
«Bepudukanus QyHKIuil 0€30MaCHOCTH U OLEHKA YCTOMYMBOCTH K aTakam
peanm3zanuii nporokosia TLS Bepcun 1.3».
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